R DS tools

"Must-have" Tools for RDS Administrators

Straightforward solutions to enhance Remote Desktop Services

5 WebAccess
RDS-WebAccess RDS-Knight
Remote Desktop Web Portal Your RDS servers are under threats.
based on HTMLS RDP client. Prevent cyber-criminals to destroy your data.
Just use your browser to start a RDS session. Secure users profiles.

Ps

Server Genius
Monitor your RDS servers, create alarms and
manage your users’ activity with graphical
production reports.
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Simple and Powerful Tools for
RDS and TS Servers

In today's connected world, it becomes mandatory to possess the right tools to
enhance the ease of access and the security of your servers. Solutions to extend their
possibilities are also at hand.

With the emergence of DSL, cable, and fiber optic Internet communications, anyone can
publish Windows applications and web-enable them to share legacy resources across their
internal LAN or throughout the world via the web. RDS-Tools provides the easiest-to-use and
most cost-effective tools available to assist you in this task.

After years of investment in R&D, the RDS-Tools Development Team is proud to offer four
brand new technologies which will revolutionize your Remote Desktop and Terminal Services
usage. With RDS-Tools, you possess the best and easy-to-use solutions to efficiently deploy
the ever-increasing power of today’s Microsoft Windows systems.

RDS-Tools provides the "Must Have" Microsoft Windows system companion toolbox:

Discover 3 Remote Desktop server-based products to ease the access and the security of
your Windows servers.
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HTML

B RDS-WebAccess

Access your applications on your favorite web browser,
from any device

With the emergence of DSL, cable, and fiber optic Internet communications, anyone
can publish Windows applications and web-enable them to share legacy resources across
their internal LAN or throughout the world via the web. Also, with the powerful rise of BYOD
and remote working, it becomes mandatory to access your Remote Desktop from any device
(Laptop, Chromebook, IPAD, Macbook, Surface...).

HTML =X
\l\{hDS The best alternative to Citrix/TSE
ehAccess
Server Applications Web
Security License

The easy-to use AdminTool

RDS-Tools provides the easiest-to-use and most cost-effective tool available to assist
you in this task. With RDS-WebAccess, you can run any Windows applications that simply
don’t exist on any app stores on your tablets. This is the most cost-effective and easy-to-use
HTML5 solution to access your applications from everywhere and from any device.
RDS-WebAccess allows you to access your PC or your RDS/TSE server to open your Desktop
from anywhere in the world, using the device of your preference. Users will have a full
Remote Desktop Experience by listening to the sound that plays on the remote machine in
real-time, exchanging files between the remote machine and the portable device and even
printing from the remote host to the local device.
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Convert any web browser into a Remote Desktop client

RDS-WebAccess is aclientless remote
desktop solution. We call it
clientless because no plugin or client
software are required.

RDS-WebAccess is a pure web solution
and does not require Flash, Java, ActiveX,
Silverlight or any other setup on the end-
user side. Once this software is installed
on your PC or RDS server, all you need to

Access your REMOTE DESKTOP
with Chrome, Firefox, Safari or IE
from any device: PC, iPAD, MAC, Smartphone...

geTof 1 Wards 177148 < Engish fnited States)

access your desktop is a web browser.

Solution for the Bring—Your-Own-Device era

Embrace BYOD — minimize IT hassles and help desk support load. Take advantage of RDS-
WebAccess features and secure, anywhere, any device connectivity and access-management

solutions.

With RDS-WebAccess, you will leverage the
advanced features of HTML5 to quickly and
easily turn any HTML5-compatible browser
or device into an enhanced RDP Client.
Instantly connect to Windows desktops and
applications, from iPad, iPhone, Android
devices, computers running Windows, Mac
OS X, Linux, Chrome 0OS, and even from
locked-down work stations without
installing Flash, Java or any other software
on the end-user device. That means zero
client maintenance !

Access and manage your applications with the HTML5 Top Menu

With RDS-WebAccess HTML5 top menu, add,
edit or remove applications which will appear
at the top of your webpage.

Easily share files from your Remote Desktop to
the Server and vice-versa.

Easily print from a remote location thanks to
the Universal Printer.

ORDS-Tools
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@ Add a new Application
E Edit Appication

E Remove Appiication

ﬁ Move Up
ﬂ Move Down

HTMLS Top Menu

Manage HTMLS Client Top Menu lcons

=T el 1
== Print

s== File Upload to Server

== Clipboard

== File Download te Client
== File Transfer

== Right Click (mobile only)
== Mouse Drag (mobile only)
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Fully secured and customizable Web Portal

The Web Access Portal provides a secure,
managed and accelerated access from
local and any remote servers location, to
text or graphics-rich Windows applications
and to Windows desktops.

You can easily customize it with different
themes, various background images, your
own images or logos..  Access
it securely, thanks to SSL encryptions. Use
any device such as your Chromebook,

L~ C] & Web Access

6 @L:,\ http://localhost

Username:

Password:

O HTMLS @ RemoteApp

BE | Android tablet, iPad, iPhone or

ok X

smartphone to connect to your PC
or your remote computers from
anywhere and you will have access
to all programs, documents, files,
and network resources as if you
were in front of the host PC.

All you need is an HTML5
compatible browser.

RDS-WebAccess grants access to
your desktop running on Remote
Desktop Services (Windows
Terminal Services and/or Remote
Desktop Services on PCs).

Full web remote desktop
HTMLS technology

Universal Printing

YVVVVYVYVYY

mobiles, tablets and computers.

RDS-WebAccess features in a nutshell

Convert any web browser into a Remote Desktop client
Advanced file transfer and drag-and-drop support
Built-in java based webserver (unlimited number of users)

RDS-WebAccess is compatible with Windows Server 2003, Windows
Server 2008/2008 R2 and Windows Server 2012/ 2012 R2 (32 and 64 bits).

Try it now! RDS-WebAccess is the most cost-effective and easy-to-use
solution to remotely connect to your server from any device, including

Download a free trial

ORDS-Tools
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W RDS-Knight

The right weapon against cyber-criminals

Most organizations assume that the hackers who threaten them will be motivated by
the value of the information the company uses to provide its services. The truth is that cyber
criminals don’t necessarily care about the value of corporate, personal and/or financial data.
Many attacks are perpetrated on systems because there’s value in the processing power of
the systems themselves.

As Windows infrastructures grow and evolve, it gets more and more difficult for security
experts to see all the endpoints in their architecture. And you need to know your Remote
Desktop vulnerabilities to mitigate your risk.

RDS-Knight approach combines advanced technology, the latest lessons and insights our
elite team of Remote Desktop cyber security specialists bring back from real-world missions.

RDS-Knight is available in two editions:

W RDS-Knight - v15
‘ @ RDS-Knight RDS-Knight Security Essentials is the best

- Keep threats away from your Windows system
Security Provent. protect and fight cyber attacks

| Essentials package to keep your Remote Desktop
‘ connection safe, with powerful protection
@ @ features. It is the low-cost security solution
‘ you can even apply to all W7/W10 Pro RDP
\’ accesses.
A Q

W Aos-ngn-v1s

RDS-Knight Ultimate Protection is the
security tool every Windows Server

administrator “Must Have”: it provides all @ @ \l
that you need to effectively protect your R
users’ environments and prohibit malicious - o

+4
actions. /{’, |__-‘_i *

_ RDS-Knight
. Keep threats fron Winede

J/ Ultimate Braont protect snd gt cybi atiacks
Protection

RDS-Knight is the easiest-to-use solution to secure the Users Remote Desktop
environment.
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RDS-Knight provides 5 major protections

Geo-Restriction for RDP

Y ROSKnight - Homeland Access rotection ==l
Homeland Access Protection Bocked IP Addrosses

O) Alow connections from arywhere

P Address Date

® Alow connections only from this it of countres:
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W France

86 Unted Kingdom of Great Btsin and Noth
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§
XXXX3
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This feature is included in RDS-Knight
Security Essentials.

Your users are located in Germany,
France, Italy and USA offices. Why anyone
should be able to open a session from
China, India or Iran?

In a snap with RDS-Knight, protect your
RDS servers from any hackers trying to
open a session from foreign
countries. This is extremely simple and so
powerful. Just do it!

Protect your servers at night

Of course, your users should be
free to connect and to work when they are
at their desks. However, why would they
be allowed to open a session at midnight?
With RDS-Knight, you can specify the
working time of the day when each of
your user or group are allowed to open
sessions. More, you will be able to specify
their time zone and that could be
important for your office in UK! It is then
easy and amazingly nice to enhance your
security policies.

v RDS-Knight - Working Hours Restrictions [=T= 0]

Users and Groups - Local computer

Working Hours Restrictions

inistrator (whiteisted © Mot corfigured for this user/group

@® Authorize orly duing these tine ranges
Nonday: 000 [&

Tuesday: 0900 [5

‘
‘

[¥] Wednesday: e 5 o 1730

[ Thursday: 0900 [

[ Fiiday: 0 [

[] saturcay:

[ sunday

Whissted users wil shvays be able to comnect.

from openit i oFhis

authorized tme ranges.

This feature is included in RDS-Knight
Security Essentials.

Block brute-force attacks

B

RDP Defender - v2.2
File View Tools Service
RDP Defender Status
@ RDP Defender Senvice is Running - You are Protected

(@ Windows Logon Audt is Enabled - Logon Failures are Montored

@ Windows Firewall is Enabled - Blocked IPs cannot connect

Blocked IPs
51.254.43.120
217.165.79.171
37.187.253.125
23.251.55.86

222.186.21.162
220.130.219.150
207.46.235.95
123.59.194.59
123.59.194 63
61.147.73.18
164.132.165.26
164.132.233.31
120.136.5.37
45.32.79.98
107.151.218.235
204.239.41.134

E Unblock [P

This feature is included in RDS-Knight
Security Essentials.

ORDS-Tools

If your Windows server is publicly
available on Internet, then there is a 100%
probability  that hackers, network
scanners and brute-force robots are
trying to guess your Administrator login
and password, while you are reading this.
Not only this isbad for your server’s
security, but it can also consume a lot of
its resources! Stop the constant attacks
right now with RDS-Knight brute-force
attacks defender. It will instantly protect
your server by monitoring Windows failed
login attempts and automatically blacklist
the offending IP addresses after several
failures. Moreover, you can of course
configure it to match your needs.

www.rds-tools.com
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One Click to Set User Rights Policies

Windows systems are providing
too many features and only few experts
are able to properly manage this kind of
complexity. Most of us are not skilled
enough to set up security rules and to hide
Windows features from users’ Remote
Desktops. Like a dream, RDS-Knight will
enforce for you the security level you
want on your RDS server. And the best is
that you can do it “user per user”, or per
group. As soon as you apply it, even
connected users benefit from a secured
profile environment.

v RDS-Knight - One click to Secure Desktops [=T= =

Users and Groups - Local computer

Security Level

[ Kiosk Mode
revent a Gornected user from runring prohibited actions

Secured Desktop Mode
“The connected user wil not be alowed to browse server
resources behind his own Remote Desktop boundaries.

Windows Mode
This s the default Wind:

Customize Securty Level

Whitsisted users wil ahways uss “Windows Node'

& RDS Endpoirt Servers v

Endpoint Protection and Device Control

v RDS-Knight - Endpoint Protection and Device Control [=To |
Users - Local computer

Endpoint Protection and Device Control

This uzer can connectfrom any Device

® This user Device name wil be checked and must be in this st

Device Name
JOHN-FC
JOHN-TABLET

Add ] [ Remove

Whtelisted users wil always be able to connect

This Endocint potection enables to control the Device names of any
‘‘‘‘‘‘ g session. A logen from any invald Devics name wil be blocked

In this BYOD era, where
technology allow users to connect and
work with their own device, you need to
be sure that every device can be
controlled and kept safe. Thanks to RDS-
Knight, you can either chose to allow your
user to use any device, or justallow
him/her an access with a specific
device by entering its name. It then will be
checked by the endpoint protection and a
logon from any invalid device will
therefore be blocked.

> Protect users profile.

RDS-Knight features in a nutshell

> Prevent foreigners to open a session.
> Prevent users to connect at night.
» Avoid brute-force attacks.

> Prohibit connection from non-authorized device.

RDS-Knight is compatible with Windows Server 2008 / 2008 R2, Windows
Server 2012 / 2012 R2 and Windows Server 2016. (64 bit editions).

Try it now! RDS-Knight will be your secret weapon. Easy-to-use, it will
fullfill your expectations to protect your RDS servers against hackers.

Download a free trial

ORDS-Tools
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1 .
P\ Server Genius
Monitoring your servers has never been so easy!

Start using Server Genius today and save your company money by monitoring
applications licensed "by users" and detecting over-licensed applications or even unused
software! Server Genius is the tool you need to optimize your software resources and to
reduce unnecessary costs. It also helps you discovering quick-wins such as moving some
users to an under-used server, and planning on the long-term your IT infrastructure
evolution.

Install it in 30 seconds on your server and get a clear understanding of your
servers’ usage and performance. Monitor multiple servers on one interface!

Without the ability to monitor user activity in real-time, companies will continue to
suffer from undetected user-based threats for extended periods of time. Server Genius
performance and applications analytics instantly alert IT teams to abnormal or suspicious
users activity. Server Genius gives you facts and data about your servers usage (CPU,
Memory, 1/O, Disks), applications usage and users on Remote Desktop Services. The Web
interface allows you to get a complete overview of your servers’ activity even from your
tablet or mobile phone!

ACCOUNTING-SRV-

Applications Usage (T

Applications Users

Monitor the applications usage by duration of use, by users and per server

ACCOUNTING-SRV- SERVER-1-
Disk Usage 20712201237 - 2471220 4637 Performance 20170z 1432010 TS - i
I
iy
iy J W
The disk usage reports display the disk's The performance Report displays your
used space per server CPU & memory usage per server
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SERVER-1-

User Sessions (Daily)

ADMINPC

- ADMIN-PC

. SERvER

: : W s e

Track users’ data on the Web Interface Track changes, resources usage and events
with real-time email alerts: don't wait for
your users to complain!

Receive real-time alerts and troubleshoot important issues faster

The performance and usage analytics generated by Server Genius allow alerts to be based
on chosen events that occur during a date-range. These alerts generate emails console
for immediate awareness of the Administrator. Access the reports anywhere anytime with
our user-friendly web application.

» Customizable alerts: determine time-ranges and thresholds.

» Web interface fully compatible with tablets and Smartphone.

Server Genius features in a nutshell

Server Genius is a complete solution for identifying and managing user-
based risks:

Track and audit Remote Desktop accesses

Monitor employee activity on Remote Desktop Servers

Check whether remote users are actively working

Monitor sessions running via RDP

Check users’ time spent on the system via the RDP

Get real-time alerts and give immediate response to the threat

VVVVYVYVY

Server Genius is compatible with OSs from Windows XP to Windows
Server 2012 / 2012 R2 (32 and 64 bits).

Start monitoring your Remote Desktop Services server today, try it now!

Download a free trial

ORDS-Tools www.rds-tools.com
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RDS-Tools Prices per Server

RDS-WebAccess

$485/server
Includes all features

Full web remote desktop

From Firefox, Chrome, IE...

HTMLS technology

Advanced file transfer with drag-and-drop support

Universal Printing

YV V V VYV V VY

Built-in java-based webserver (unlimited number of users)

Buy now

RDS-Knight \ RDS-Knight

Essentials Edition Ultimate Edtion
$49 /Server $275 /Server
Includes 3 Major Protections Includes All You Need to
Secure RDS

> Geo-Restriction for RDP Geo-Restriction for RDP

Y

Prevent brute-force attacks Prevent brute-force attacks

» Working Hours restriction (for all Working Hours restriction

YV V. VYV V

users) One-click to Secure Desktops (per
Users/Groups

» Per User Device End-Point protection

Buy now Buy now

ORDS-Tools www.rds-tools.com
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RDS-Tools Prices

A Server Genius

Essentials Edition

A Server Genius

$89/Server
For One Server

» All the reports on your server

» Customizable Alerts

» Unlimited number of Users

» Unlimited number of Applications

YV VYV

Startup Edition

3295
Up to 5 Servers

All the reports for up to 5 servers
Customizable Alerts

Unlimited number of Users
Unlimited number of Applications

Buy now

A Server Genius

Business Edition

A Server Genius
Ultimate Edition

$490

Up to 10 Servers
» All the reports for up to 10 servers
» Customizable Alerts

» Unlimited number of Users
» Unlimited number of Applications

Buy now

YV VY

$975
Up to 25 Servers

All the reports for up to 25 servers
Customizable Alerts

Unlimited number of Users
Unlimited number of Applications

ORDS-Tools

www.rds-tools.com
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Special RDS-Tools Full Package

Our products are designed to be complementary and compatible with each other.

Benefit from a discount price for all products!

RDS-Tools wants you to have access to the best RDS products at the best possible price.
That is why we are offering you the whole product range in one full package, at a very

affordable price.

e Benefit from an easy HTML5 access to your Remote Desktop or Applications
wherever you are, whenever you want with RDS-Web Access.

e Protect your RDS connections at all time and prevent any attack from inside or
outside your RDS servers with RDS-Knight.

e Get detailed reports, check data and graphics about your RDS connections and
servers situation and stay aware of any change or fail over with Server Genius.

The “TOOLBOX” for your RDS Servers

$550

Discounted “all-in-one” package including the 3 RDS-Tools
products you must have!

» RDS-Knight Ultimate Protection (one server)
» RDS-WebAccess (one server)
» Server Genius Startup Edition (up to 5 servers)

Buy now

ORDS-Tools www.rds-tools.com


https://www.rds-tools.com/store/

R DS tools

More about these brand-new products

You can download the 15-days trial version of all these new products for free on our
website.

Visit our website: rds-tools.com

g Home News RDS-WebAccess RDS-Knight Server Genius Store Support
RDSoors

0

“MUST-HAVE"” Tools for RDS administrators

In today’s connected world, it has become mandatory to own the proper tools to manage RDS/Citrix servers.
Whether you wish to monitor user activity and performance or protect your RDS servers against hackers, WE ARE
HERE TO ASSIST.

RDS Tools takes pride in delivering remote desktop software products to meet your company’s server-based
computing needs. Cloud Computing, SaaS, Mobility, Windows Servers must benefit from the best-secured
solutions.

If you want to buy 10 licenses or more, we can provide you with a Company License.
It allows you to install the software with automatic license activation and without the need
to purchase a copy for each computer.

For further technical information, licensing information or any other sales inquiries, please
contact us at sales@rds-tools.com .

ORDS-Tools www.rds-tools.com
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